Con nectedOfflce

The professional connectivity solution
that meets all your needs
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ConnectedOffice is an offering designed to meet the needs that businesses face every day. Based on unique

|
C o n n e Cte d O I I I c e connectivity, ConnectedOffice provides you with professional, secure Internet access, with proactive intervention
on equipment to which you can choose to add other telecoms and IT solutions.

|S an | N teg rated te I ecoms an d I CT Sse rV| ces Oﬂ:e rl n g Need fast, secure Internet access? Need high-performance WiFi?
that meets the needs that businesses encounter ConnectedOffice meets fhese and oherneeds. |
ConnectedOffice goes beyond secure connectivity and allows you to opt for IT and telecoms solutions, such as :

on a daily basis!

© an advanced telephony solution with integrated eTv
collaboration, CloudPBX with Cisco Webex

© Managed printers
© Cloud solutions o

You no longer have to worry about your IT and telecoms facilities because
DEEP handles everything for you!

THE SOLUTION

ConnectedOffice is a professional, secure, internet connectivity solution offering a wide array of options with
a wealth of ICT and telecoms services. It is a Managed Service, meaning that DEEP handles all aspects

of network management.

ConnectedOffice has been designed to meet the needs that businesses encounter on a daily basis:

Do you need fast, secure internet access? A combined internet and telephony package?
High-performance Wi-Fi? UNLIMITED INTERNET IP TELEPHONY WIFI
Secure high-speed internet loudPBX. SIP Trunk S WiFi
ConnectedOffice meets these needs and more! and download bandwidths CloudPBX, SIP Trun + fre:?/l\J/'i’IEi hcl>tslpot
of between 20 Mbit/s

and 1,000 Mbit/s

Remote connection :
Teleworking and/or VPN
Teleworking
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DASHBOARD MERAKI

Enables customers to check the status

and usage of their infrastructure,

and access the configuration
of their networks
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SECURITY

Basic security included.
Advanced security
DNS Protector

- Switching

Redondance and

High Availabilit
° *  Connected
Office ok

TELEWORKING AND
INTERCONNECTION

Allows the company’s LAN
to be securely extended
to remote sites

access with unlimited

Highly secure Internet
volume /

ULTRA secure connection
Advanced SLA with
DNS Protector Time to Resolution
- & proactive
. IPS, Anti-virus, . el EmEniien
Anti-malware, Content Filter Indoor
& Outdoor WiFi
All you have to do is focus on your business, enjoy productivity gains

and DEEP will take care of the rest!




THE OFFER

There are several ranges to choose from, depending on the desired bandwidth and gateway.

PACKAGES SUITED TO ANY TYPE OF BUSINESS

CLASSIC

INTERNET

¥ Download 20 Mbit/s
7 Upload 10 Mbit/s

INSTALLATION
€129,23

ABONNEMENT
€55/month

OPTIONAL

Mobile Backup

CLASSIC

INTERNET

¥ Download 100 Mbit/s
%4 Upload 50 Mbit/s

INSTALLATION
€129,23

ABONNEMENT
€57/month

OPTIONAL

Mobile Backup

CLASSIC

INTERNET

¥ Download 250 Mbit/s
2 Upload 250 Mbit/s

INSTALLATION
€129,23

ABONNEMENT
€69lmonth

OPTIONAL

Mobile Backup

CLASSIC

INTERNET

¥ Download 450 Mbit/s
2 Upload 250 Mbit/s

INSTALLATION
€129,23

ABONNEMENT
€75!month

OPTIONAL

Mobile Backup

* The prices of the Classic, Compact & Elite offers indicated below are for a fixed term of 36 months.

INTERNET

4 Upload 500 Mbit/s

INSTALLATION

SUBSCRIPTION

Mobile Backup

INTERNET

4 Upload 500 Mbit/s

INSTALLATION

SUBSCRIPTION

Mobile Backup

For other ranges,
our experts are

here to help.

* The prices of the Classic, Compact & Elite offers indicated below are for a fixed term of 36 months.




SECURITY AT THE HEART OF
CONNECTEDOFFICE FROM
DEEP, CISCO GOLD PARTNER

1. BASIC SECURITY: FIREWALL INTEGRATED INTO ALL GATEWAYS

ConnectedOffice' packages include a firewall by default as a basic security system.
With ConnectedOffice' you get Cisco Meraki Best-in-class Security at no extra cost!

2. ADVANCED SECURITY

The ConnectedOffice Advanced Security option offers more advanced features to provide even stronger defence
of your network.

Cisco Meraki MX gateways effortlessly secure internet-based traffic through a combination of onsite unified threat
management and cloud security for users in the office and beyond.

Intrusion Detection and Prevention (IPS?): this feature continuously monitors internet traffic and compares it with
malicious traffic signatures to block intrusion attempts and protect against cyberattacks. IPS reacts in real time by
stopping suspicious traffic. IPS can therefore block known and unknown attacks.

Anti-Virus and Anti-Malware: this feature analyses and classifies files downloaded online. Files classed as
malicious will be blocked automatically. This analysis is only possible for files sent unencrypted. It constitutes
another brick in your security strategy. https-encrypted traffic cannot be analysed just yet.

Content filter: a service that limits access to websites by blocking certain categories of sites. This is useful not just
for limiting access to sites with undesirable content, but also for preventing accidental access to malicious sites.

Each security feature includes constantly updated security policies as well as malicious traffic signatures to protect
the network and its hardware. It is managed by the Cisco Talos Research Team, one of the world leaders in
research into IT threats.

" Valid for ConnectedOffice packages that include rental of a Cisco Meraki router.
2|PS: Intrusion Detection System / Intrusion Prevention System — systems to detect and prevent any attempt at intrusion into the customer’s IT system.

3. DNS PROTECTOR BY CISCO UMBRELLA

Well aware of the battle between those trying to secure infrastructure and applications, and those looking to expose
weaknesses, DEEP is including a new security option in its ConnectedOffice' package.

Our new DNS Protector option gives advanced internet protection against malicious websites and content.

OUR SOLUTION

DNS Protector is a ConnectedOffice integrated security option that protects users against malicious content
and attacks by analysing DNS traffic and blocking access to dangerous pages.

HOW DOES IT WORK?

© Prevents threats at DNS level before any connection to a website
© Continuously checks requests to access an internet resource via a browser

© Securely redirects the user’s browser to a protection page




HIGH PROTECTION

DNS Protector offers protection against threats including:

© Phishing: fake sites used to steal confidential personal information.

© Malware: malicious software designed to infect your devices in order to steal vital data.

© Ransomware: the latest generation of malware. Cybercriminals lock your computer and demand a ransom.

YOUR BENEFITS

Find out how the DNS Protector service protects you from malicious websites and content:

© You enjoy a high level of protection thanks to the collaboration between DEEP, its CyberForce
experts and Cisco, a global leader in the production of advanced internet solutions

© You are protected from access to fake websites created for the purpose of stealing personal
data (passwords, bank details, etc.)

© Requests to access servers that contain malware, as well as compromised websites, through
any application, protocol or port, are blocked

© Domains that show suspicious behaviour and that could lead to an attack are blocked




A WIDE ARRAY OF OPTIONS

© Advanced security (IPS, Anti-virus, Anti-malware, content filter)
© DNS Protector by Cisco Umbrella

© Mobile Backup

© Wi-Fi CERTIFIED 6TM indoor & outdoor Wi-Fi hotspots

© Free Wi-Fi hotspot

© Free and fast customer VPN for telework

© Teleworker VPN for secure telework

© Managed VPN for connectivity across different sites

© High Availability for gateway redundancy

© VPN Healthnet for all healthcare operators

© IP address (Dynamic public IP address included by default)

© Several levels of service quality agreements (Advanced SLA).

Proactive intervention by Meraki equipment on Regular and Extend SLAs:
incidents are created, managed and resolved continuously and transparently

All you have to do is focus on your business, enjoy productivity gains
and DEEP will take care of the rest!



Interested?

8002 4000

commercial.telecom@deep.eu




